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1. Introduction

Phishing continues to plague individuals and organizations worldwide,
representing one of the most common forms of cyberattacks in today's digital
landscape. With an alarming estimate of 3.4 billion malicious emails sent daily (Irwin,
2023), the threat posed by phishing remains ever-present, exploiting human
vulnerabilities to infiltrate systems, steal sensitive information, and wreak havoc on
unsuspecting victims. In response to this increasing threat, our product, Phisecure,
emerges as a beacon of defense and education in the realm of cybersecurity. Designed
to empower university students with a comprehensive understanding of phishing tactics,
Phisecure serves as a pivotal tool in constructing strong defenses against malicious
cyber campaigns. By delving into the intricacies of phishing techniques, students not
only enhance their defensive capabilities but also gain practical experience in
combating real-world cyber threats. Phisecure offers a dynamic platform where students
can engage in immersive learning experiences. Through interactive modules and
hands-on simulations, users navigate the complexities of phishing attacks and learn
about deceptive tactics. Phisecure represents a leap forward in cybersecurity education,
bridging the gap between theory and practice, and empowering the next generation of
cybersecurity professionals to navigate the ever-evolving threat landscape with

confidence and proficiency.



2. Product Description

Phisecure is a learning tool that will allow students to have a better
understanding on how to defend against phishing attacks. Our product is going to be
used by universities to give their students a more practical knowledge base in
cybersecurity. The learning tool will allow students to create phishing attacks and use
them against other students. The other students will learn how to be more proficient at

spotting and defending against phishing attacks.

2.1. Key Product Features and Capabilities

The primary function of Phisecure is giving students the ability to learn how to
create and defend against phishing attacks. To facilitate this we will be creating a
personalized simulator tool. The tool will cover how to generate a custom phishing
attack, the many types of phishing attacks you can create, and how to properly detect
and counter those same attacks. After a session is over, both the attacker and the
defender will be given a report card detailing their mistakes and feedback on how they
can improve. The administrator/teacher will also be given a detailed report on how the

students performed. This will allow them to give students personalized feedback on their



mistakes.
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2.2. Major Components (Hardware/Software)

Phisecure will mainly be an application for PCs. Due to this being an educational
tool for university students, PCs are already provided in places like the computer lab or
library. Phisecure will be created using Python, HTMI, and CSS. We will be using
VSCode as our main IDE and SQL will be used for database management. We will be
using a cloud based multi-tenant database, this reduces cost while maximizing our
resources. The database will be relational due to ease of use, accuracy, and
categorizing of data. Our product will also be interacting with a variety of platforms

including Discord, Slack, and Microsoft teams.
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3. Identification of Case Study

Our case study with Phisecure will be students who are taking cybersecurity
classes and want more practical experience. Students will be assigned a role by their
instructor: attacker or defender. The attacker will create a fake phishing email and send
it to their assigned defender at random. The attacker will be trying to make their fake

email look as legitimate as possible. This will occur over a limited period, a week, so the




defender has enough time to see the attack and have a chance to respond. At the end
of this period, the attacker and defender will receive a report card. This report will inform
them of various statistics, such as click rate, successful/least successful platform, and
red flags missed. The instructor will also receive a report on both students, which will

allow them to give more in-depth feedback.

4. Product Prototype Description

4.1. Prototype Architecture (Hardware/Software)
4.2. Prototype Features and Capabilities

4.3. Prototype Development Challenges



5. Glossary

Phishing - The fraudulent practice of sending emails or other messages
purporting to be from reputable companies to induce individuals to reveal

personal information, such as passwords and credit card numbers.

Spear Phishing - A type of phishing involving personalization and targeting a

specific individual.

Malware - Software that compromises the operation of a system by performing

an unauthorized function or process.

Ransomware - A malware designed to deny a user or organization access to

files on their computer.



Attack - An attempt to gain unauthorized access to system services, resources,

or information, or an attempt to compromise system integrity.
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